@_CSia A Guide to Best Practices and Benchmarks  Revision 3.0
Pt

Contents
PREFACE TO THE THIRD REVISION......ccccituiiiiiiiinirenireniiiinesiesraineinesissiasnenes vi
INTRODUCTION ...ouiiiiiriiineiineiieireiimesieesissiairesisesisssrsssrasssssssssssssrsssssssssssasssasss viii
DOCUMENT CONTENTS....cccieuiimiruirunineninsieiresinesisesiasrasssesssssssssrsssssssssssssssanss viii
SUMMARY — BEST PRACTICES & BENCHMARKS .....cccotvuiirmniirniinniinncrnnsenannnnes viii
1.0 GENERAL MANAGEMENT ....ccituiiteirmiiniieiineiinesinsrairasisesisssrssressrsssssssasssans 2
1.1 StrategiC Man@geMENT. ... .. e ettt eeab et eeteaesebsbebebssesesesesesesesesnsesnnnnes 2
1.2 Organizational STrUCTUIE ...ccoiiiiii et e s s e e e s s araeeesnaes 4
1.3 Facilities and EQUIPMENT ...ciiiiiiiei ettt et e e s e e s s sbae e e s s aeaeeesnaes 6
1.4  Computer Systems ManagemMENT ..........uuuuiuiuiieieiiieieieieeeueeeaeeeeeaereeeeerereeererererereserererererenes 7
1.5  Corporate Risk ManagemMeENT ....cccccuurreeiiiiiiiiiirieeee et e e e eeearrere e e e e e s sesnbbrrereeeeeens 9
2.0 HUMAN RESOURCES MANAGEMENT .....cceciieuiimnincincnnnnneniaesiacracrascsenes 11
2.1 AAMINISErAtiON...ciiiiiiiiie s 11
2.2 Recruitment and SElECHION .......couiiiieiie e 14
2.3 Performance ManageMENT .....uuiicii e et e e e e estbrree e e e e e eesstbtbeeeeeeesssenansreeees 16
2.4 Training and DeVelOPMENT...ccccuiiii ittt e e s saraee s 17
2.5 Compensation and BENEfitS .....ccuuiiiiiiiiiiiiie e 23
2.6 Employee COMmMUNICATIONS coooueiiiiiiiiiee ettt e e s s saae e e s saaaeee s 24
3.0 MARKETING, BUSINESS DEVELOPMENT, & SALES MANAGEMENT............ 26
K J0 R |V =Y = o [ o T~ PP PPPP 26
3.2 BUSINESS DEVEIOPMENT ..ottt e e e et e e e e e e e s esnbbrreeeeeeeeesenanes 28
3.3 SaleS MANAZEMENT ...ceiiii i ettt e e eeserr e e e e e e e seebtbeaeeeseeesesessbrsaneeeeesssananes 30
4.0 FINANCIAL MANAGEMENT....cciccittiiiuiireniieiiniinireiieiieesississrsssesssessasssans 36
4.1  Measures of Financial Performance .........ccooveeiieiiiiiineeeee e 36
o ST P T Vol = W 24 =Y 1 Y= SRS URP 37
4.3 BilliNG PrOCEAUIES...cciiiiiieeeiiiee ettt ettt et e e s e e e s abe e e e s sbae e e s snsbaaeessabaeeeennns 38
4.4  Management of Credit, Expenses, Cash, Purchasing & Security ........ccccevveieiiniineeennns 39
4.5  Project FinancCial REPOITING .....cviiviiiiiiiiiiie ettt s e e srae e e s aeaee e e 41
.6 TaAX POIICY ciiiiiiiiiiie et e e st e e e e baa e e e e araaeeenae 43
5.0 PROJECT MANAGEMENT ....ccciuiiiiiiiiniiniieiieiiieniesiscienisesisesiassrasrssssssses 45

© Copyright 1997-2008 Control System Integrators Association - Revision 3
All rights reserved worldwide. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information storage and retrieval system, without the
prior written permission of Control System Integrator association.




@_CSia A Guide to Best Practices and Benchmarks  Revision 3.0
Pt

5.1 Project Contract Management......ooceiiiiiie i e e e e e e e e s 46
5.2 Project Procurement ManagemeENt .......cee i iieeiiiiiiiee et e e 46
T B o] oY =Tt fl o =T o 1o Y[ o V-SSP PPt 48
5.4  Project RisSk ManagemMENT .....ccouiuiiiiiiiiiiie ettt s e s s sbre e s s sabae e e s e 50
5.5 Project Resource Management........coooiiiiiiiiiiiiiii e 50
5.6  Project Communications Management ... 52
5.7  Project Scope Management ... 52
5.8  Project Schedule ManagemeENnt........cooovciiieiiiiieiiiicireeeeee e e e eesebarreee e e e e e e seanes 54
5.9  Project Budget Management.....ccccceviiiiiiiiiiiic e 55
5.10 Project Change ManagemENT........eeeeeeeiiiiiiieeeeeeeeeeiieirreeeeeeeeesesnrrereeeeeessesesrsreeeeeeenns 56
5.11 Project Quality Management ........cccueiiieiiiriienieeee e e 57
5.12 PrOJECT ClOSUIE.. .ttt s sbe e s e e s b e e 59
6.0 SYSTEM DEVELOPMENT LIFECYCLE.......ccccetieuiimniinirenirenineninnsransrassresenses 61
6.1 INternal KiCKOTT ... . 62
I (= To [ 1T =10 01T o SRR 63
G B B 1= 1Y -{ o H SR 65
I D TV =1 [ o] o n T=T | OO PRSPPI 67
6.5 Unit/Module & INtegration TESTING .....ccoevviieiiiiiiee ettt e e 67
SN S o= Yot o] oV A Yol ol=Y o] =] o Lol = =T o [ V= 68
6.7 SYSTEM SNIPPING weveeiieiiiiiiieeeee et e e e s e e st e e e e e e eeseatbtbaeeeeeesssenansrrseees 69
6.8 INSTAlAtION ...eiiiiiiie e 69
(SRS I 0o ] 0010 41 1Y (o] 11 =SSR 69
6.10 Site ACCEPTANCE TOSTING . uuiei it it e e e e e et e e e e e e e eaabbaa e e e s 70
7.0 SUPPORTING ACTIVITIES ...cuuiiuiiiniiniinireiieiineiieesiasresnesssesssssrassrasssssssnsses 72
7.1  Process Development and MainteNanCe ........ccoovuiiiiiiriiiiee it sieee e 72
7.2 Standards and TemMPIateS. oottt e e eeeetrrer e e e e s s esbbrrereeeeeeesenanes 73
7.3 Project MethodOlOZies. .t e e s esbabree e e e e e e e senanes 75
7.4  Procurement ManagemeEnt. ..ot e e 76
7.5  RiSK MaANAZEMENT..cciiii ittt e e e e e e e e e s atbaeeeeseessesesssssaneeesesssenanes 77
7.6 Configuration Management. ..t e e s 79
7.7  Reuse Management . 81
8.0 QUALITY ASSURANCE MANAGEMENT.....cccotvuiimiimirnnirenineninesiansrasresensnes 85

© Copyright 1997-2008 Control System Integrators Association - Revision 3
All rights reserved worldwide. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information storage and retrieval system, without the
prior written permission of Control System Integrator association.




@_CSia A Guide to Best Practices and Benchmarks  Revision 3.0
Pt

8.1 Continuous Measurable IMProVemMENTS ..........ccouviiviireeiieeieeiireeeee e eeserreeeeeeeeeseanes 85
8.2 Client Satisfaction MeasuremMeNt.......c.c.cereiriiiniiriienie e 87
8.3 ClENT SEIVICE ...ttt ettt e s st esae e s e e smne e bt e sneeereennneens 88
8.4  Project QUAlity ASSUIANCE ....ccccuuiiiiieiiiieeeiie ettt st s 89
Contributors and Reviewers to the BP&Bs — Third ReViSion .........ccccceeriiiiiiiiiniieeniieenieenen B
Trace t0 SECONA REVISION .....ueiiiiiiiiie ettt sbe e st e sane e e C
Additional Information SOUICES..........ooiiiiiiiiiie e G
CSIA INTOIMATION ...ttt e et e et e st e e s bt e e sabee e sneeesaneeas H
CSIA GUIAING PriNCIPIES «.vvvvveeiiei ettt e e ettt e e e e e e sebbree e e e e e e e seastbaaeeeeesesennnsrenenes H
CSIA Best Practices COMMITEEE.......ccoiviiiiiiiiiiiiiitir e I
(€1 LT =1 o 2RSS RRRPRPP J

© Copyright 1997-2008 Control System Integrators Association - Revision 3
All rights reserved worldwide. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information storage and retrieval system, without the
prior written permission of Control System Integrator association.




@_CSia A Guide to Best Practices and Benchmarks  Revision 3.0
Pt

List of Tables and Figures

Figure 1 — Organization Of BEST PraCtiCeS ....uuuiiiiiiiiciiiiieiiee ettt e eeeeirreee e e e e s eentbrreeeeeeseeans

Figure 2 — System Development LIfECYCIE ...

© Copyright 1997-2008 Control System Integrators Association - Revision 3
All rights reserved worldwide. No part of this publication may be reproduced or transmitted in any form or by any means,
electronic or mechanical, including photocopying, recording, or by any information storage and retrieval system, without the
prior written permission of Control System Integrator association.




	PREFACE TO THE THIRD REVISION
	INTRODUCTION
	DOCUMENT CONTENTS
	SUMMARY – BEST PRACTICES & BENCHMARKS
	Figure 1 – Organization of Best Practices

	GENERAL MANAGEMENT
	1.1 Strategic Management
	1.1.1 Is the integrator clear about its purpose, strategic objectives and goals? Does the integrator have a mission, vision statement, and strategic objectives? Does the integrator follow a clear strategic planning process? 
	1.1.2 Does the integrator have documented business values that are clearly understood and accessible? 
	1.1.3 Are short-range objectives and goals regularly established and performance monitored with established KPI’s? 
	1.1.4 Are there specific plans for the development of new management and key positions? 
	1.1.5 Is there a plan for ownership and management transition formulated and is it understood (i.e., succession planning)? 
	1.1.6 Does management seek external ideas, benchmarks and opinions? 
	1.1.7 How well developed is the concept of outsourcing? 

	1.2 Organizational Structure
	1.2.1 Is there a well-understood organizational structure? 
	1.2.2 Does the integrator have a written policy concerning the roles and responsibilities of all management and staff with regard to representing the company in public relations, and professional societies and in relationships with clients? 
	1.2.3 Are communications among management personnel and between management and staff personnel adequate? 
	1.2.4 Are management controls for operations outside the office (field and branch locations) adequate? 
	1.2.5 Is authority properly delegated and clearly understood? 
	1.2.6 Does the integrator have some form of an open door policy to enhance morale and motivation? 
	1.2.7 Does management promote multi-discipline work teams? Do people cooperate as a team?  Does management promote team play?  Do evaluation systems encourage teamwork? 
	Are internal and external meetings effective, whereby agendas and objectives are set, timing respected and everyone attending participates and contributes? 
	1.2.9 Are problem solving tools understood and used?  

	1.3 Facilities and Equipment
	1.3.1 Does the facility provide a sound work environment for the type of work performed in it?  Does it contribute to the integrator’s public image? 
	1.3.2 Do office space and work areas appear neat?  Are they ergonomically correct? 
	1.3.3 Is necessary office equipment available and well maintained? 
	1.3.4 What is the prevailing attitude by management toward upgrading facilities or equipment?

	1.4 Computer Systems Management
	1.4.1 Does the integrator have a policy for its computer systems, such as allowable software, monitoring rights, maintenance procedures, insurance coverage, and security? 
	1.4.2 Does the integrator have a planning process which continually identifies computer system updates and the necessary investments? 
	1.4.3 Do employees understand that unauthorized software copying is a violation of the integrator’s agreement with the software provider and is a felony? Does management maintain proof of purchase for all software purchases made? Does management have a system of random audits of its computers to assure that all software is properly licensed? Does the integrator maintain a library of licensed software for the internal users?
	1.4.4 Is there someone who is designated as the systems manager?  Is there a written job description or some directive that states his/her authority or responsibility? Does the systems manager run anti-virus programs, perform audits and system maintenance on a regular basis?  Someone else?   
	1.4.5 Are computer systems integrated to accelerate productivity or do they impede it?
	1.4.6 Does the integrator have a system of adequate backup (every day, off-site storage, assigned person, and rotated backup media)? 
	1.4.7 Does the system integrator have in place a practice for documenting that they are following guidelines necessary to pass software licenses to clients in compliance with the software manufacturer’s license agreement? 
	1.4.8 Does the firm have a policy in place governing the use of electronic services? 
	1.4.9 Does the integrator allow employees to bring their own computers to work for company or private use?  If so, are there policies regarding use, maintenance and insurance?  Are they consistent with company policies?

	1.5 Corporate Risk Management
	1.5.1 Does the firm carry adequate insurance? (i.e., general liability, property, casualty, theft, auto, workman’s compensation, computer systems, transportation of hardware/equipment)
	1.5.2 Does the firm carry key-man and/or buy-out insurance on owners and/or key staff? 
	1.5.3 Does the firm carry adequate errors and omissions insurance when required?
	1.5.4 Does the firm have a documented disaster recovery and business continuity plan and has it been tested? 


	HUMAN RESOURCES MANAGEMENT
	2.1 Administration 
	2.1.1 Does the firm maintain a current Employee Manual which has been reviewed for legal compliance?  Are the policies followed? 
	2.1.2 Does the integrator have a forum and procedure in place that allows employees to express concerns without the fear of reprisal?  
	2.1.3 Are there confidential files for individual personnel records reflecting salary history, special accomplishments, resume at time of hire or application, tax filing status, performance evaluations, written unsatisfactory performance, and any exit interview documents?  Are the files current?  Are there standards for the setup and maintenance of these files?  Is file access controlled and defined?  Are records of former employees effectively handled? 
	2.1.4 Does the integrator have federal and state employment documents properly posted and updated as required by law? 
	2.1.5 Are there established procedures for responding to inquiries about past employees? 
	2.1.6 Does the integrator have a policy on employment outside the company? 
	2.1.7 Does the integrator have established job descriptions which are effectively communicated to the employee, kept up to date and available? 
	2.1.8 Does the integrator have policies and procedures in place for addressing employee retention? 
	2.1.9 Does the integrator have first aid equipment, proper phone numbers and procedures posted, and OSHA logs updated? 
	2.1.10 Does the integrator enforce a drug-free workplace? 

	2.2 Recruitment and Selection
	2.2.1 Does the integrator have a standard policy for methods of recruiting and selecting new employees?  Has it been reviewed for compliance with all applicable regulations?  Are recently hired employees asked for suggestions to improve the process? 
	2.2.2 Does the integrator have specific metrics in place to monitor the effectiveness of the recruitment and selection program?  
	2.2.3 Does the integrator have a policy for hiring and promoting from within? Is there evidence that this policy is posted? 
	2.2.4 Does the integrator have a policy for handling resumes, responding to unsolicited applications, and filing data from potential employees?  Are there procedures for reviewing resumes, interviewing and negotiating with prospective employees? 
	2.2.5 Are background checks performed to verify education, experience, etc?  Are references checked? 
	2.2.6 Are new employees given orientation?  Are there written descriptions of benefits and a list of people to contact for assistance in different areas? Are new employees given formal introductions to the company’s organizational structure and the company’s list of policies and procedures?  Do new employees “sign off” upon receipt of the Employee Manual as having read and understood it? 
	2.2.7 Does the integrator have a policy or training to help ensure compliance with all applicable governmental requirements (OFCCP, EEOC, ADA) that impact recruiting and selection?  

	2.3 Performance Management 
	2.3.1 Does the integrator have a standardized and documented performance management program for all employees? 
	2.3.2 Does the integrator’s staff, at all levels of the organization have a good understanding of the overall performance management program? 
	2.3.3 Does the integrator have a system to ensure that individual goals and objectives support the strategic and tactical plans of the organization? 
	2.3.4 Do the employees get a written record of performance evaluation discussions, conclusions or recommendations? 
	2.3.5 Do both individuals and managers implement proposed corrective courses of action as it relates to individual performance objectives? 

	2.4 Training and Development
	2.4.1 Does the integrator have a documented career path that is well-defined and monitored regularly? Does the program include documented employee assessment and record keeping? Does the career path clearly define what skills and behaviors are required? 
	2.4.2 Is career development regularly discussed with employees?  By whom?  How is it followed up?  Do supervisors perceive career development of their subordinates as part of their job? 
	2.4.3 Does the integrator have specific metrics in place to monitor the effectiveness of its training and development programs? Are these metrics reviewed on a regular basis? 
	2.4.4 Does the integrator assure that employees are qualified for job assignments and provided adequate technical assistance?   
	2.4.5 Is the company staffed with competent individuals to lead persons with less experience to their career goals? 
	2.4.6 Does the integrator encourage continuing education, conferences, workshops, seminars, and self-study to develop employee’s skills and knowledge in needed areas? 
	2.4.7 Does the integrator have a documented training program on the company’s internal methodologies, practices, procedures and tools? Does the program include documented employee assessment and record keeping? 
	2.4.8 Does the integrator have a documented training program that addresses the soft skills required of technical people? Does the program include documented employee assessment and record keeping? 
	2.4.9 Does the integrator have a documented training program that addresses the hard skills required of technical people? Does the program include documented employee assessment and record keeping? 
	2.4.10 Does the integrator have a documented training program that addresses the skills required of management? Does the program include documented manager assessment and record keeping? 
	2.4.11 Does the company provide safety training as part of employee orientation? 
	2.4.12 Does the integrator provide ongoing safety training? 
	2.4.13 Does the integrator ensure the company is compliant with applicable state and federal laws and other regulations? 
	2.4.14 Are specific employee certifications required? Does the integrator verify that employees are maintaining their certifications? 

	2.5 Compensation and Benefits 
	2.5.1 Does the integrator have a competitive compensation and benefits program? 
	2.5.2 Are salaries reviewed on a regular basis?
	2.5.3 Does the integrator maintain a salary schedule for all positions?  Is it consistently applied and understood by all employees? 
	2.5.4 Do employees understand their benefit package?  Does the firm issue a written individual report on the value of the benefits periodically?  Is more information readily available if requested?  Is assistance available for making insurance claims or in connection with other benefits? 
	2.5.5 Does the integrator have a process to ensure that health insurance and retirement plans are competitively priced? 
	2.5.6 Is the integrator in compliance with applicable compensation and benefits regulations such as ERISA, FLSA, HIPAA, etc.? 

	2.6 Employee Communications 
	2.6.1 Does the integrator effectively communicate and adhere to a policy that prohibits discrimination and harassment?  
	2.6.2 Are the integrator’s supervisors encouraged to celebrate employee work accomplishments to show their appreciation? 
	2.6.3 Does senior management participate in periodic meetings to review the state of the company and get input from all employees? 
	2.6.4 Does the integrator ensure all employees receive and understand company communications? 


	MARKETING, BUSINESS DEVELOPMENT, & SALES MANAGEMENT
	3.1 Marketing
	3.1.1 Does the integrator have a formal marketing organization? 
	3.1.2 Does the integrator’s marketing material accurately represent the company and its capabilities without presenting misrepresentations to a client? 
	3.1.3 Does the integrator use current technology as part of its promotion plan? 
	3.1.4 Does the integrator maintain resumes that are accurate and consistent in the presentation of the individual’s background, experience and expertise? 
	3.1.5 Does the integrator have a logo and/or standard type style for all external stationery, business cards, presentation materials, reports and proposals? 
	3.1.6 Are relationships with other parties (i.e. representatives, VAR, partners) clearly defined? 

	3.2 Business Development
	3.2.1 Does the integrator have a formal sales organization? 
	3.2.2 Are relationships between business development and sales personnel and technical (operations) staff clearly defined in the sales process? 
	3.2.3 Does the integrator have a practice for preparing and maintaining project descriptions and associated materials used in presenting qualifications?  Is the client’s approval secured prior to release to market? 
	3.2.4 Does the integrator actively identify and qualify new opportunities?  
	3.2.5 Does the integrator understand what they sell/provide in terms of how it fits with their client’s business level planning? Does the integrator’s marketing strategy factor in the client’s business goals?  
	3.2.6 Is there a system in place to log, follow up, track and forecast bookings? 
	Does the integrator have a documented policy for evaluating projects and clients prior to making a decision to pursue? 
	3.2.8 When and why does the firm say “no”? 

	3.3 Sales Management
	3.3.1 Are the sales commission plans clearly documented and followed? 
	3.3.2 Is there a system in place to log, follow up and track opportunities? 
	3.3.3 Does the integrator have a practice for development of proposals?  Are there any standards which are applied consistently? 
	Does the integrator have written guidelines for defining the precise scope of work and supply?  Do they fairly represent the integrator’s capabilities? 
	3.3.5 Does the integrator have written guidelines for delineating what the integrator will do and will not do in order to minimize risk? 
	3.3.6 Do written estimating and pricing policies and standards exist? 
	3.3.7 Are tentative staffing work plans, schedules and budgets considered and discussed before submitting proposals? 
	3.3.8 Does the integrator have a documented administrative review and approval policy for proposals? 
	3.3.9 Are proposals used, where necessary, to educate the prospective client with respect to a more appropriate execution approach, technical solution or the applicable limits of technology involved or merely to sell the project? 
	3.3.10 Do the employees who are encouraged to seek new work and actively participate in the proposal process, receive any training in the legal importance of the various elements contained in RFP’s, proposals, contracts, purchase orders and other business development documents? 
	3.3.11 Are past proposals on file for retrieval and reuse? 
	3.3.12 Does the integrator have standard commercial documents that address commercial issues, terms and conditions, billing policies and procedures (including per diem), and warranty?  Are they used regularly?  Do they apply to all the different types of projects?  Are they reviewed by legal counsel? 
	3.3.13 Are requests for proposals, contracts, purchase orders, etc. that are prepared by the client specifically reviewed for words or phrases that unfairly allocate liability contrary to the policy of the integrator and its insurance (i.e. hold harmless clauses, termination clauses, warranty, limitation of liability, dispute resolution, etc.)?  Is there a clear practice on the acceptance of client terms? 
	3.3.14 Are contracts straightforward and easily understood and without hidden costs? 
	3.3.15 Does the integrator have contract language in place to manage the liability risk associated with the delivery of electronic files and program changes to clients? 
	3.3.16 Does the integrator have contract language to state ownership of application software? 
	3.3.17 Does the integrator have contract language to manage ownership of intellectual property? 


	FINANCIAL MANAGEMENT
	Measures of Financial Performance
	4.1.1 Are financial systems in operation which provide an easy-to-follow audit trail for verification of all financial records using GAAP (Generally Accepted Accounting Practices)? 
	4.1.2 Is a standard chart of accounts used and clearly defined for all general ledger functions? 
	4.1.3 Do accounting methods (cash or accrual basis) correspond with financial reports generated in a timely manner and on a periodic basis?
	4.1.4 Are business ratios determined and used in financial management?
	4.1.5 Does the control systems integrator monitor the man-hour backlog, Days of Billing Outstanding, and other key ratios for planning and scheduling of the company’s resources? 
	4.1.6 Are clients measured as to the profitability of projects? 

	4.2 Financial Planning
	4.2.1 Does the integrator employ a reputable accounting firm to review the company’s status as related to GAAP compliance, tax planning, and tax consequences? 
	Are budgets prepared to correspond with the financial statements? 
	4.2.3 Are variances between budget and actual monitored and analyzed? 
	4.2.4 Is the cash flow forecast based on current and future requirements as related to lines of credit and cash?
	4.2.5 Are capital expenditure budgets prepared and schedules produced for the purchases? 

	4.3 Billing Procedures
	4.3.1 Are procedures in place to ensure changes in scope and additions are billed properly? 
	4.3.2 Are invoices to clients prepared in an orderly, consistent, and timely manner with tax applied properly? 
	4.3.3 Are invoices checked for accuracy, compliance to the original contract, and suitability prior to being sent to the client? 
	4.3.4 Is A/R monitored and aged, with overdue accounts pursued with the necessary level of aggressiveness (i.e., frequent calls, service charges, etc.)? 
	4.3.5 Are expense billing policies and procedures in place? 

	4.4 Management of Credit, Expenses, Cash, Purchasing & Security 
	4.4.1 Does the integrator have a policy which establishes financial controls to ensure the isolation between the financial transaction and the cash transaction in both A/R and A/P? 
	4.4.2 Are expense account forms, policies, and procedures written and available to all employees? 
	4.4.3 Are expense accounts reviewed and approved by management? 
	4.4.4 Does the integrator have a credit policy for new clients and are the files updated periodically? 
	4.4.5 Are petty cash controls in place? 
	4.4.6 Are credit terms, freight, and shipping policies reviewed with vendors? 
	4.4.7 Are cash control policies in place to ensure cash and investment accounts require proper authorization for withdrawals? 
	4.4.8 Are financial records stored in a secure location? 
	4.4.9 Are duplicate copies of the most important records stored off site? 
	4.4.10 Are there routine backups of financial computer records?  Are they kept off site? 

	4.5 Project Financial Reporting
	4.5.1 Does the integrator have a project control/job cost system to match the project size and level of project involvement? 
	4.5.2 Does the job cost feed back information to estimating?   
	4.5.3 Are the job cost system reports generated and reviewed in a meaningful time frame? 
	4.5.4 Does the job cost system reflect sub-contracts? 
	4.5.5 Are methods for monitoring percent completion and Work In Process (WIP) being handled in a systematic and consistent manner? 
	4.5.6 Are final job cost system reports reviewed by senior management? 
	4.5.7 Is there a job cost history file for future use? 

	4.6 Tax Policy
	4.6.1 Does the company keep tax exempt certificates on file for each client who is not charged state sales tax? 
	4.6.2 Are sales and use taxes collected and paid, and proper records maintained? 
	4.6.3 Are payroll taxes paid in a timely manner and properly filed? 
	4.6.4 Are federal taxes estimated and paid as required? 


	PROJECT MANAGEMENT
	Project Contract Management 
	5.1.1 Is the work done by the integrator contractually authorized? 
	5.1.2 Does the integrator have a defined process to ensure the project is managed as per the client contract? 
	5.1.3 Does the integrator have a contract for field service, project maintenance and ongoing support?   

	5.2  Project Procurement Management 
	5.2.1 Is the integrator qualified to manage subcontracted services? Has the integrator established clear policies and guidelines for the solicitation of bids for goods and services? 
	5.2.2 Does the integrator have clear organizational responsibilities defined for purchasing of goods and services? 
	5.2.3 Does the integrator have a process for contract management for all subcontracted services, such as resources, vendors, contractors or trades? 
	5.2.4 Are subcontracted services managed throughout the project? 

	5.3  Project Planning 
	5.3.1 Does the integrator develop a Project Management Plan? 
	5.3.2 Does the integrator review their Project Management Plan with project members? Is the Project Management Plan presented to the client for approval? 
	5.3.3 Does the integrator have an external kick-off meeting with the client? Do they have a standard agenda for the meeting? 
	5.3.4 Does the integrator manage the project according to the Project Management Plan? Is change affecting the project baseline continuously managed and updated into the Project Management Plan? 
	5.3.5 Does the integrator obtain official approvals during project execution? 

	5.4  Project Risk Management 
	5.4.1 Is there a documented project specific plan on how to manage risk?  
	5.4.2 Are risks identified and managed throughout the project lifecycle?  

	5.5  Project Resource Management 
	5.5.1 Does the integrator assign personnel to a project team who are experienced and qualified in the area required? 
	5.5.2 Are the assigned personnel’s time commitments considered in assigning a project? 
	5.5.3 Does the integrator manage the resource availability throughout the project and ensure that all resources are available as required and meet requirements? 

	5.6  Project Communications Management 
	5.6.1 Has the integrator defined how project communications will be managed? 
	5.6.2 Does the integrator maintain ongoing communications for the duration of the project in accordance with the plan? 

	5.7  Project Scope Management 
	5.7.1 Does the integrator require that key project staff be properly briefed on overall scope? 
	5.7.2 Does the integrator provide the client a clear scope statement? Is it agreed to and signed off? 
	5.7.3 Does the integrator break down the major project deliverables into smaller more manageable pieces? 
	5.7.4 Is it clear how the integrator will manage scope?  
	Is it clear how the integrator will verify scope?  

	5.8  Project Schedule Management 
	5.8.1 Does the integrator create schedules for all projects? 
	5.8.2 Are schedules used throughout the project to manage work effort, personnel and other related resources?  Are they updated and communicated accordingly? 

	5.9  Project Budget Management 
	5.9.1 Does the integrator establish a budget for all projects? 
	5.9.2 Does the integrator manage the project costs throughout the project lifecycle?  Are job cost reports reviewed in a meaningful timeframe?  Are corrective action policies understood? 

	5.10  Project Change Management 
	5.10.1 Does the integrator have a documented change order (CO) process?  Is this reviewed with the Client and are approvals required? 
	5.10.2 Does the change order process ensure that changes are fully reflected back into project management and accounting processes? 

	5.11  Project Quality Management 
	5.11.1 Does the PQP define the project specific processes, products and services that must adhere to defined quality standards and attributes? 
	5.11.2 Does the PQP define what quality assurance activities are required for the project along with requirements for supporting documentation and communication requirements? 
	5.11.3 Does the PQP define what quality control activities are required for the project along with requirements for supporting documentation and communication requirements? 
	Does the integrator require their client to review the PQP to ensure client expectations are understood?  Is the PQP presented to the client for approval? 

	5.12  Project Closure 
	5.12.1 Does the integrator manage project closeout within established policies and procedures?  Does this involve the client? 


	SYSTEM DEVELOPMENT LIFECYCLE
	Figure 2 – System Development Lifecycle
	6.1 Internal Kickoff
	6.1.1 Does the integrator have an established process for releasing a project from sales to operations? 
	Does the integrator evaluate and clarify overall scope, functionality and technical issues with the project team and with the client? 

	6.2 Requirements
	6.2.1 Does the integrator consider the client’s infrastructure and approach to the use of technology when developing requirements? 
	6.2.2 Does the integrator ensure that System Requirements are documented? 
	Does the integrator review the system requirements with the client to ensure the requirements are still consistent with client expectations? Are they approved by both the client and the integrator? 

	6.3 Design
	6.3.1 Does the integrator develop documented designs? 
	6.3.2 Does the integrator conduct internal Design Reviews? 
	6.3.3 Are designs reviewed with the client and approved by the client? 

	6.4 Development
	6.4.1 Does the integrator have development and assembly standards processes? 
	6.4.2 Does the integrator have processes to control any outsourced development? 

	6.5 Unit/Module & Integration Testing
	6.5.1 Does the integrator have a structured approach to integration activities to ensure the all required component/subsystem verification is completed before integrating the system? 
	6.5.2 Are manufactured assemblies tested and results documented? 

	6.6 Factory Acceptance Testing
	6.6.1 Are FAT Plans developed and reviewed prior to testing? 
	6.6.2 Are FAT Plans reviewed and approved by the client? 
	6.6.3 Does the integrator perform formal verification activities to ensure all site-independent requirements are fully satisfied before delivering the system? 

	6.7 System Shipping
	6.7.1 Does the integrator ensure that any necessary client approvals are obtained allowing equipment to be released to shipping?  Are there practices in place for custody transfer of equipment? 
	6.7.2 Is there a clear policy and procedure regarding verification of equipment shipped and received by client (i.e. transmittals, packing slips)? 

	6.8 Installation
	6.8.1 Does the integrator have a documented set of installation standards? Does the document address coordination of multiple parties?  Does the integrator ensure that these standards are followed? 

	6.9 Commissioning
	6.9.1 Does the integrator have a documented set of commissioning policies and procedures?  Does the document address coordination of multiple parties?  Does the integrator ensure that these standards are followed? 

	6.10 Site Acceptance Testing
	6.10.1 Are SAT Plans developed and reviewed prior to testing? 
	6.10.2 Are SAT Plans reviewed and approved by the client? 
	6.10.3 Is SAT performed on all systems?  Are results documented? Is there an approval process used for system acceptance? 
	6.10.4 Does the integrator have policies and procedures to govern onsite activities?


	SUPPORTING ACTIVITIES
	7.1   Process Development and Maintenance 
	7.1.1 Does the integrator have a systematic approach to the development and maintenance of key business processes? 
	7.1.2 Are process owners identified? 
	7.1.3 Is there an identified change control process? 

	7.2   Standards and Templates 
	7.2.1 Does the integrator have a culture that embraces Standards and Templates?  
	7.2.2 Does the integrator have Standards and Templates for the development of proposals?  Does the integrator have Standards and Templates for estimating and pricing?   
	7.2.3 Does the integrator have communication Standards and Templates? Do they include transmittals, faxes and e-mail? 
	7.2.4 Does the integrator have Standards and Templates for the development of Hardware Designs? 
	7.2.5 Does the integrator have Standards and Templates for the development of Software Design / Development? 
	7.2.6 Does the integrator have Standards and Templates for the development of Engineered Drawings? 
	7.2.7 Does the integrator have Standards and Templates for Product Testing? 
	7.2.8 Does the integrator have manufacturing (e.g. panel assembly) Standards and Templates (if this service is performed by the integrator) or a process for managing outsourced manufacturing? 
	7.2.9 Does the integrator have field services Standards and Templates (if this service is performed by the integrator) or a process for managing outsourced field services? 

	7.3   Project Methodologies 
	7.3.1 Does the integrator have a corporate policy and system for Project Methodologies? Is there senior management support? 
	7.3.2 Does the integrator have a documented guideline to differentiate project work from other billable activities? 
	7.3.3 Does the integrator have a documented method for the creation, performing, and updating of Project Methodologies? 
	7.3.4 Does the integrator have a documented process for determining which Project Methodology will be used?  
	7.3.5 Are the Roles and Responsibilities defined for each activity that is described in the Project Methodology? 

	7.4   Procurement Management 
	7.4.1 Does integrator have a supplier/vendor selection process? Does it include periodic reviews of performance and quality? 
	7.4.2 Does the integrator identify the people authorized to procure items, including both project and non-project materials? 
	7.4.3 Does the procurement process include polices for expediting, receipt, return authorization, warranty, product loan? 
	7.4.4 Does the procurement process require budget approval and confirmation and PO close out? 

	7.5   Risk Management 
	7.5.1 Does the integrator have a culture that encourages Risk Management? Does the integrator have policies and procedures for Risk Management? Is there senior management support? 
	7.5.2 Does the integrator have a formal process for identifying, and assessing potential risks? 
	7.5.3 Does the Risk Management process define criteria for the development of mitigation and contingency plans? 
	7.5.4 Does the Risk Management Process define how to monitor and respond to changing parameters? 
	7.5.5 Does the Risk Management Process define the requirements for reporting? 

	7.6   Configuration Management 
	7.6.1 Does the integrator have a culture that encourages CM? Does the integrator have a corporate policy and system for CM? Is there senior management support? 
	7.6.2 Does the integrator have a documented process for CM of internal assets, including items such as policies, procedures, standards and templates? 
	7.6.3 Does the integrator have a documented process for CM for projects? 
	7.6.4 Are the Roles and Responsibilities defined for each stage of the CM process? 
	7.6.5 Does the CM process identify items that must be under CM? Is there a documented numbering/naming mechanism for CM Items? 
	7.6.6 Does the integrator have a systematic process for Configuration Control? Does it include a way to evaluate, coordinate and approve changes? 
	7.6.1 Does the integrator have a systematic process for Configuration Status Accounting? Does the integrator have a mechanism for identifying the state of the CM Item in the development cycle? 

	7.7   Reuse Management 
	7.7.1 Does the integrator have a culture that encourages Reuse? Does the integrator have a corporate policy and system for Reuse? Is there senior management support of the reuse program? 
	7.7.2 Does the integrator have a formalized collection and control mechanism? Are the reuse assets managed in a controlled manner on a company-wide level?  Are the elements well organized and easy to find? Are the reuse elements current and up-to-date? 
	7.7.3 Are appropriate and adequate roles identified to support the reuse program at a company-wide level? 
	7.7.4 Are employees trained on the reuse program? 
	7.7.5 Are items in the reuse program legally protected? 
	7.7.6 Are metrics in place to measure the success of the program? 


	QUALITY ASSURANCE MANAGEMENT
	Continuous Measurable Improvements
	8.1.1 Is the integrator’s culture such that improvement is continuously sought? Is there a continuous improvement program in place?
	8.1.2 Are operating procedures used to monitor, maintain and improve control of the process?
	8.1.3 Does the integrator verify and document that its own policies, practices and standards are followed for all process areas?  How do they handle corrective action?
	8.1.4 Does management assure that all personnel know how and to whom quality problems should be reported?  What is the reporting procedure? 
	8.1.5 What kind of lessons learned systems are in place?
	8.1.6 Does the company conduct accident investigations and fill out accident reports? 
	8.1.7 Does the company perform in-house safety inspections and audits?

	8.2 Client Satisfaction Measurement
	8.2.1 Does the integrator verify that the client is satisfied during the execution and at closure of the project? 
	8.2.2 Does the integrator apply the client feedback for continuous improvement? 

	8.3 Client Service
	8.3.1 Does the staff recognize that everyone has customers, whether it’s the client, project manager, or “the person I hand my work to”? 
	8.3.2 Does the staff recognize that manufacturers, distributors and vendors should be treated with the same value as clients? 
	8.3.3 Has the integrator established its client service objectives? 
	8.3.4 Does the integrator have an established procedure to deal with complaints, and follow through to ensure that the problems have been resolved to the client’s satisfaction and that they will not reoccur? 

	8.4 Project Quality Assurance
	8.4.1 Does the integrator have an internal project quality assurance program? Are project quality audits performed? 
	8.4.2 Are all project quality documents and correspondence properly stored in project files?
	8.4.3 Do the final deliverables, plus any key intermediate documents receive an independent quality assurance review (i.e., someone other than the project team)?
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